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Digital Operational Resilience Act

On 17 January 2025, it comes into force What is DORA?

D O RA 5 Pillars:

What are the
DORA pillars?

What's the

ICT RISK ICT INCIDENT ICT DIGITIAL ICT 3RP PARTY INFORMATION &

MANAGEMENT REPORTING OPERATIONAL RISK INTELLIGENCE

RESILIENCE MANAGEMENT SHARING S C h e d u I e ?

TESTING

Procedures, processes, monitoring, reviewing & reporting
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WHY?

The problem with modern cyberattacks and-ransomware
events Is that all your previously held assumptions about

== YOUr current environment and the -challenges you-will face
as you restore or rebuild are probably wrong.

Everything will take longer. Everything that should-be-easy.
and straight forward will not be. All of your technical and
architectural debt will likely come back to haunt you.
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"Everybody has a plan
= until they get punched in
the face.”

Mike Tyson
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Resilience - Shrink the circle or the V

Standard operations f Incident ’N\AAM‘ Learn and adapt
'F ” -‘I‘II

Primary goals and ' \ Impact contained, goals and objectives
objectives on track Recover ’ protected, growth enabled

Cyber-resilient businesses
can shrink the circle or the V

Sourc
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and the Impact to Business

BUSINESS DOWNTIME

24 days

Average downtime after a
Ransomware attack?

NO MALWARE TO FIND BACKUPS UNDER ATTACK
0

15% 94%

Attacks that did not deploy Ransomware attacks including

attempts to compromise the

malware - relying instead on
backup (57% success rate)?

identity, trust relationships and
vulnerabilities?
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Identify primary business
services (aligned with article 11)
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Business
Recovery

Start by identifying
business processes
and relationships with
applications and
infrastructure

Identify business processes
critical to day-to-day operations

Map business activities and
dependencies associated to
those processes

Build a recovery strategy
Business Processes focused on recovering the most
critical parts of the business first

Classification: Confidential
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Recovery Source

(aligned with article 11)
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Defining Cyber Recovery with DORA
-

Isolation

Intelligence

Isolation

Immutability

Intelligence

Immutability _
End-to-end Services
Incident Response Plan
Multiple reports following real world events have Secure Supply Chain
indicated that technology alone is simply not
enough. Recovery Focused

Cleanroom technology

No external access
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PowerProtect Cyber Recovery

Automate data vaulting and recovery path

Vault will contain only a subset of
production backup data

-- e —

Copy

Automated

operational air gap ' [ .

& 9

(5)

Recover Use case driven recovery

, considerations
Backup i Monitoring & Reporting
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Validate Recovery Source

(aligned with article 11-12)
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Gather recovery requirements

WiE

(2][e][a]
ENENCT

Critical Rebuild
Materials

O,

OS Images
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Business
Processes

=

Applications

How

Restore

Restore data from known Point in Time

Repair

Restore data and apply known fixes

Rebuild

Assume nothing, rebuild new environment,
restore transactional configs and data

Classification: Confidential

Create taillored documentation

Cyber Recovery Solution Runbook

Table of Contents:

Cyber Recovery Vault Runbook overview

Section 1: Plan Activation and Criteria

Section 2: Perform Forensics

Section 3: Invoke Cyber Recovery Plan

Section 4: Prepare for Recovery/ Restore Operations
Section 5: Recovery Procedures

Section 6: Backup Recovery

Section 7: Event Recording Log

<Customer Name>
CR Vault Recovery Runbook
CONFIDENTIAL
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Data Free from Compromise

(aligned with article 11-12)
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Data
Restoration
and
Recovery
Process
used by IRR

Compromised
"Red" Network LAN

>

Compromised
— Systems are
A Identified and
Tagged.
Then the Viable

Systems and Data-
Sets are Identified
1 and Prioritized.

Next, they are
moved to the
e e Remediation White:
i S Network LAN for
_D_ Processing.

W—"

o)

__ Remediation
"White" Network LAN

DIRECT-TO
OPERATING
SYSTEM

DIRECT-TO

OPERATING
SYSTEM

DIRECT-TO

| ¢ OPERATING
SYSTEM

DIRECT-TO

OPERATING
SYSTEM

OPERATING
SYSTEM

>

£

— Validation
"Grey" Network LAN

...d Initial Startup pre-
i checks, Autoruns,
: Event log triage

EA % NGAV-EDR Installed &
Sending Telemetry

i 848 Hrs.
OS Revisions Updated
& Patched

i App Vulnerabilities
D i Updated & Patched

. Services Functionality
Checked

>>p

Production —
"Green" Network LAN

Protection &
Telemetry with
NGAV-EDR :
Platform, Coupled |
with Continuous
XDR Monitoring

% .

Physical
Servers

e
© a0

.%y_

Production, Vault
Immutable Storage

Clean Room

Clean Room/Min Viable
Company

Min Viable Company/Clean
Production

Classification: Confidential
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Connected Partner Ecosystem N\

Easing security operations burdens...

O [
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Professional Managed
services services

Integration &
implementation

by connecting organizations with...

industry leading technologies, reference architectures and tools...

N MM Microsoft , ,

PVERSA  enames X BINDS'  NETSCOUT o Rocket
<5 superna BEYONDEDGE o: Cymulate VmX\B/aj’% ABSOLUTE Fast Lane okta
(Otenable Progress Flowmon’ / metalsoft N netskope Secureworks €>zscaler

through an automated, integrated and optimized customer experience.

© Lloyd’s 2024
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Security and Resilience Certifications

Dell Security and
Resiliency Services

Certifications attained by team members

Where to begin ... _.
Focus on unifying key components and y B

ensuring gaps are identified and filled
continuously

Product Agnostic

Framework-Driven Methodology

CISM St

Expertise of a collective

(F==RTINET)
Network

Focus on security and resilience it "Gsoyce

Engineering

ISO

31000
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Why Dell for Cybersecurity?

Embedded Security Partnerships Size / Experience

Built-in Bodyguard Security is a team \\e know a thing or two
sport. because we have
seen a thing
or two.

Integration

Syncing sensations! Guardians of the
gateway.

AN
Sa



Thank you
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